Backblaze probes 1increased
annualized failure rate for
1ts 240,940 HDDs
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Backblaze’s quarterly updates on annualized failure rates
(AFRs) for 1its arsenal of hard disk drives (HDDs) have
provided unique insight into long-term storage use for over 10
years. Today, the backup and cloud storage company released Q2
2023 data, which explores an intriguing increase in AFRs.

Today’s blog post details data for 240,940 HDDs that Backblaze
uses for data storage around the world. There are 31 different
models, and Backblaze’s Andy Klein, who authored the blog,
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estimated in an email to Ars Technica that 15 percent of the
HDDs in the dataset, including some of the 4, 6, and 8TB
drives, are consumer-grade. The dataset doesn’t include boot
drives, drives in commission for testing purposes, or drive
models for which Backblaze didn’t have at least 60 units.



Backblaze Hard Drives Annualized Failure Rates for Q2 2023
Reporting period: 4/1/2023 thru 6/30/2023 for drives models active as of 6/30/2023

Drive Drive @ Avg. Age Drive Drive
MFG  |Model Size = Count | (months) Days | Failures AFR
HGST HMS5C4040ALEB40 4TB 3621 83.2 326,504 4| 045%
HGST HMS5C4040BLE640 4TB 11,934 80.1 1.083.231 22 | 0.74%
HGST HUH728080ALEGO0 BTE 1,115 62 99,279 9] 331%
HGST HUH728080ALEGD4 BTB 90 71.1 8,094 3| 13.53%
HGST HUHT721212ALER00 12TB 2,606 448 232974 - | 0.00%
HGST HUH721212ALEGD4 12TB 13,203 27 1,181,748 42 | 1.30%
HGST HUH721212ALNG604 12TB 10,537 50.7 941,603 164 | 6.36%
Seagate |ST4000DMO0O 4TB 17,899 91.9 1,607,828 167 | 3.79%
Seagate |ST6000DX000 6TB 883 098.3 80,411 3| 1.36%
Seagate |ST800ODMO02 8TB 9354 | 806 842,239 114 | 4.94%
Seagate |STS8000NMOOOA 8TB 153 11.6 12,088 -| 0.00%
Seagate |STBO0ONMOO5S 8TB 14,118 68.8 1,270,271 215| 6.18%
Seagate |ST10000NMOOCEE 10TB 1,124 66.4 100,772 34| 1231%
Seagate |ST12000NMO0O007 12TB 1,214 43.6 109,092 25| B.36%
Seagate |ST12000NMODOOB 12TB 19,677 388 1,763,868 157 | 3.25%
Seagate |ST12000NMO001G 12TB 13029 | o208 1,157,666 44| 1.39%
Seagate |ST14000NMDOT8 14TB 60 14.1 51 2| 14.28%
Seagate |ST14000NM001G 14TB 10790 | 9285 968,724 52| 1.96%
Seagate |ST14000NMD138 14TB 1,458 308 131,819 37| 10.25%
Seagate |ST16000NM001G 16TB 27255 | 153 2,242,685 54| 0.88%
Seagate |ST16000NM002.J 16TB 39| 125 27,513 -| 0.00%
Toshiba |MDO4ABA400V ATB 94| 4973 8,366 -| 0.00%
Toshiba |HDWF180 BTB 61 19.2 5577 3| 19.63%
Toshiba |MGO7ACAT4TA 14TB 3810 31.8 3426456 133 1.42%
Toshiba |MGO7ACAT4TEY 14TB 616 24.1 52,749 1 0.69%
Toshiba |MGOBACA16TA 16TB 5199 13.6 467,288 41 0.31%
Toshiba |MGOBACAT6TE 16TB 5923 20.6 527,557 21 1.45%
Toshiba |MGOBACA16TEY 16TB 5,289 188 470,668 - 0.00%
WDC  |WUH721414ALE6L4 | 14TB 8432 | 306 759,062 16| 0.77%
whcC WUH721816ALEGLD 16TB 2697 20.8 239,957 -| D0.00%
wocC WUH721816ALEGLS 16TB 14,099 9.3 1,256,975 13| 0.38%

Totals 240,940 21,408,175 _ 1,339 2.28%

¢ Backblaze

Enlarge / HDD models need at least 50,000 drive days in order
for Backblaze to consider them statistically relevant.
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One of the biggest revelations from examining the drives from
April 1, 2023, through June 30, 2023, was an increase in AFR
from Q1 2023 (1.54 percent) to Q2 2023 (2.28 percent).
Backblaze’s Q1 dataset examined 237,278 HDDs across 30 models.

Of course, that AFR increase alone isn’t enough to warrant any
panic. Since quarterly AFR numbers are “volatile,” Klein told
Ars Technica, Backblaze further evaluates both quarter-to-
quarter and lifetime trends “to see if what happened was an
anomaly or something more.”

So, Klein started digging further by grouping the drives by
capacity. This is because, as Klein explained to Ars:

A Backblaze storage vault consists of 1,200 drives of the
same size, with 60 drives in 20 storage servers. If we
grouped the drives strictly by age and wanted to replace just
the oldest drives in a given Backblaze vault, we would only
replace those drives 1in the vault that met the old age
criteria, not all the drives. Then, a year from now, we’d do
it again, and the year after that, etc. By using the average
age by drive size, we can, as appropriate, replace/upgrade
all of the drives in a vault at once.

After eliminating drives that Backblaze considered young
(under 5 years old), Backblaze came up with the below line
graph, homing in on quarterly AFRs for its 4, 6, 8, and 10TB
HDDs. And looking at the chart below, the lines for the 10 and
8TB models stand out:
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https://www.backblaze.com/blog/backblaze-drive-stats-for-q1-2023/

Backblaze Quarterly Annualized Failure Rates by Drive Size
Each quarter is calculated from the drive stats data for drive days and drive failures from that quarter
13%
12%
1%
10%
%
B%
T
%
5%
4%

5 —

L I—.—r—ﬂ-
i QI220 042020 Q12021 Q2221 QI OC42021 Q12022 Q2222 QIN22 Q42022 012021 Q22023

- 4TH 0.88% 1,08% 0.88% 1.28% 1.12% 1.52% 1.78% 2.4T% 2.52% 1.98% 2.94% 2.33%
e GTH 0.45% 0.00% B.00% 0.00% 0.45% 0.00% 0.00% 0.91% 1.4% 0.45% 0.22% 1.38%
= §TH 1.3T% 1,19% 0.98% 1.28% 1.87% 1.84% 2.00% 2.09% 2.TE% 1.90% 3.01% 5.61%
i |0TE  0.99% 2.M% 2.03% 1.00% 2.98% 2.99% 2.73% 31.08% 3.03% 6.08% 4.85% 1231%

mten 4TE =tes GTE mtee BTE =t 10TB
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Moving to lifetime AFRs

Digging even deeper to see if it’s truly 8TB and 10TB drives
increasing the drives’ AFR, Backblaze turned to lifetime AFRs,
which look at data from drives with an age of 10 years, 2
months, 10 days, with the oldest drive (a 6TB Seagate
ST6O0ODX000) being about 10 years, 2 months old.
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Backblaze Hard Drives Lifetime Annualized Failure Rates
Reporting period: 4/20/2013 thru 6/30/2023 for drives models active as of 6/30/2023

Drive | Drive Drive Drive Confidence Interval
MFG Model Size | Count Days Failures  AFR Low High
HGST |HMSSCAO40ALE640 = 4TB 3621 15908829 227 | 0.52% | 040% & 0.60%
HGST |HMSSCADA0BLE60 | 4TB | 11934 35700373 #13| 042% | 040% @ 050%
HGST | HUH728080ALE600 | BTB 1115 2170378 56| 094% | 070% | 1.20%
HGST |HUH728080ALE604 = 8TB 90 44,529 8 656% | 280% & 12.90%
HGST |HUH721212ALE600 | 12TB 2,606 3,507,119 27| 028% | 020% & 0.50%
HGST |HUH721212ALE604 | 12TB | 13203 10,730,974 172| 059% | 050% | 070%
HGST |HUH721212ALN604 | 12TB | 10,537 16,661,135 454 099% | 090% | 1.10%
Seagate |STA000DMO0O 4TB | 17899 76254477 5425 260% | 260% | 2.70%
Seagate |ST6000DX000 | 6TB 883 4025712 99| 090% | 070% | 1.10%
Seagate |STBOOODMO02 | 8B 9354 24112992 930 141% | 130% | 1.50%
Seagate |STBOOONMOOOA 8TB 153 53,743 - 000% | 000% & 3.80%
Seagate STBOOONMOOSS | BTB | 14118 31456861 1516 | 176% | 170% | 190%
Seagate \ST10000NMO0S6 | 10TB 1124 2514281 154 224% | 200% | 2.80%
Seagate |ST12000NMO0007 12TB 1214 36202096 | 2057 207% | 200% | 220%
Seagate |ST12000NMO0008 12TB | 19677 23821468 1053 161% | 1.50% 170%
Seagate ST12000NMO0IG | 12TB | 13029 11876363 270 083% | 080% | 1.00%
Seagate ST14000NMOCT1E8 14TE 60 5117 2 14.28% 3.50% 18.10%
Seagate ST14000NMO001G | 14TB | 10,790 9,351,776 312 | 122% | 1.10% @ 1.40%
Seagate |ST14000NMO138 | 14TB 1458 1428790 226 577% | 520% | 670%
Seagate ST16000NMO01G | 16TB | 27,255 11,827,250 276 | 0.85% | 0.80% & 1.00%
Seagate |ST16000NMO002. 16TB 309 105,728 2| 069% | 020% & 300%
Toshiba MDO4ABA4OOV | 4TB 94 | 358,034 10 1.02% | 050% & 1.90%
Toshiba HDWF180 | @B 61/ 40,462 6| 541% | 250% | 13.00%
Toshiba MGO7ACA14TA 14TB | 38101 37163688 087 | 097% | 090% & 1.00%
Toshiba |MGOTACA14TEY | 14TB 616 | 443882 | 19| 156% | 090% | 2.40%
Toshiba MGOSACAT6TA | 16TB 5190 1,557,623 23| 054% | 040% | 090%
Toshiba MGOSBACA16TE 16TB 5923 3,544,809 130 | 138% | 1.10% | 1.60%
Toshiba MGOBACA16TEY 16TB | 5289 2.910,620 36 045% | 040% & 0.80%
WDC  |WUH721414ALE6L4 | 14TB 8432 7763187 71 033% | 030% | 040%
woDC WUH721816ALEGLD | 16TE 2,697 1,684,951 6| 0.13% 0.10% 0.30%
WDC  WUH721816ALE6L4 = 16TB | 14,099 3,699,632 32| 032% | 020% = 050%

Totals | 240,940 376,926,873 14,999 1.45%

$ Backblaze

The lifetime AFR for Backblaze’'s hard drives increased 0.05
percent from the preceding quarter (1.4 percent) to now (1.45
percent). Big drivers for that change were 10TB HDDs, as well
as 8TB ones.
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Annualized Failure Rate Difference from Q1 2023 to Q2 2023 by Drive Size
Baseline is 0.05, the difference from Q1 AFR (1.40%) to Q2 AFR (1.45%)

0.45
0.40

0.35

g
=)
- 0.30
o
E
g 025
3
E 0.20
@
= " .
© (.15 - |
g z
0.10 ] |
0.05
0.00
(0.05)
4TB E6TB BTB 10TB 12TB 14TB 16TEB
Drive: Size

¢ Backblaze

Backblaze has way more 8TB drives (24,891) than 10TB ones
(1,124). So, Klein grouped the 8TB drives by model. Klein told
Ars that each of the drive models below had over 50,000 drive
days for the quarter and over 2 million drive days in their
lifetime.

Average
Age Lifetime | Lifetime
MFR Model (months) | Q1AFR | Q2AFR | Increase
HGST HUH728080ALEG00 620 0.83% 0.94% 13.7%
Seagate | STBO0O0ODMOO2 80.6 1.28% 1.41% 10.0%
Seagate | STBOOONMOO55 68.8 1.57% 1.76% 11.8%

“For all three models, the increase of the lifetime annualized
failure rate from Q1 to Q2 is 10 percent or more, which 1is
statistically similar to the 12 percent increase for all of
the 8TB drive models. If you had to select one drive model to
focus on for migration, any of the three would be a good
candidate,” Klein’'s blog says.
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What have we learned?

The executive told Ars that years of data collection like this
have taught Backblaze that the failure rate of a given model
does not predict the failure rate of other models of the same
size or by the same manufacturer:

That’s why once we identified the 8TB drives as the potential
problem, we had to dig into the model-specific numbers. In
this case, all of the models were similar in their increase
in failure rates, but it could have been just as likely that
they weren’t.

One thing to remember is that we are looking at the change 1in
failure rates over time, not the actual failure rates
themselves. We are looking for unusual changes outside of
what we would expect.

Looking at detailed drive data like this gives Backblaze an
intimate look into its storage environment so it can make any
necessary adjustments.

“We have a drive migration program to move from smaller drives
to larger drives to improve storage density in a given
Backblaze vault. For economic reasons, we start with the
smallest drives and then consider other details, such as
failure rates, in the process. To that end, the analysis we
did is being used to help prioritize which Backblaze vaults
are upgraded,” Klein told Ars.

For consumers considering a new HDD for personal use, (but not
as part of a RAID array) Klein advised seeking a model they
“believe fails the least.”

He added:



But the difference between a 1 percent and 2 percent failure
rate is moot if you don’t back up your stuff somewhere else.
Relying on a single drive, HDD or SSD, as your sole source of
data storage is a ticking time bomb. Whether a drive lasts 2
years or 10 years, it will fail.

Backblaze’s complete dataset is available to the public for
free on its website.

https://arstechnica.com/?p=1958544


https://www.backblaze.com/cloud-storage/resources/hard-drive-test-data

