
Mare, Musumeci: “Underwater e
spazio sfide priorità per il
governo”
(Adnkronos) – “Questo governo è riuscito a fare del mare e
della  dimensione  subacquea  una  priorità  e  una  sfida  che,
insieme  al  mondo  dello  spazio,  può  dare  all’Italia  un
prestigio internazionale”. Lo ha dichiarato Nello Musumeci,
ministro per la Protezione Civile e le Politiche del Mare,
durante  la  presentazione  del  1°  Rapporto  nazionale  sulla
Dimensione  Subacquea  Italiana  organizzata  al  Senato  su
iniziativa  della  senatrice  Simona  Petrucci,  presidente
dell’Intergruppo Parlamentare sull’Economia del Mare.  

“L’Italia – ha proseguito il ministro – è fra i primi in
Europa a lavorare sulla subacquea e siamo fra i primi ad
esserci  dotati  di  un  quadro  normativo  senza  il  quale  ci
sarebbe un farwest. Il compito del contesto normativo è ora
inserire sostenere questo processo di crescita per le imprese
dell’underwater. Esaurito il Pnrr dobbiamo guardare a degli
obiettivi concreti d’accordo con l’Ue per stimolare le piccole
e medie imprese a sfidarsi sulla dimensione subacquea che non
sarà  più  solo  militare  ma  sempre  aperta  al  mondo  civile,
interessata a conoscere i fondali marini. Conosciamo appena il
27% del mondo subacqueo ed è qui la sfida che deve vedere il
mondo scientifico accompagnato dall’attività di governo”. 
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Roblox will let people use AI
to make games on their phone

Roblox is about to let people make games with AI right inside
its mobile app, which could make a platform that’s already
filled with content of questionable quality feel even more
overloaded.  The  company  has  embraced  AI  with  open  arms,
including a preview of an ambitious take on AI world models
similar to Google’s Project Genie, an AI foundation model that
developers can use to generate 3D game assets, and an AI
assistant  chatbot  that  can  help  developers  while  they’re
building games. The tools announced today will make using AI
for Roblox game development far more accessible, though the
company is starting small at first.

The new feature is called Build, which “brings mobile-first AI
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creation to Roblox, allowing anyone to turn text prompts into
a basic game directly within the Roblox mobile app,” according
to  a  blog  post.  Build  handles  “gameplay  mechanics,
environment, characters, visual style, sound, and more,” and
it’s powered by both Roblox’s own AI models and open-source
models.

Roblox is positioning Build as something that allows “rapid
exploration and refinement of ideas,” but it’s easy to imagine
that people might start churning out games because of how much
the AI tools will lower the barrier to entry. However, the
company claims that games made with Build will be ranked by
the same retention-based criteria as other Roblox experiences,
so games that aren’t played theoretically won’t get picked up
by Roblox’s discovery systems.

“Our discovery systems are designed to highlight games with
long-term retention, which doesn’t include AI slop,” Roblox
says. “The quality of games on the homepage isn’t changing: If
no one plays it—no one can find it.”

Initially,  Build  will  be  available  starting  July  28th  in
public alpha to users in New Zealand who are at least nine
years old and have verified their ages. Published games will
be playable globally by users 16 and older. A “base-level”
version of Build will be available at no cost, though there
will be “additional paid options for power users.” Roblox
doesn’t have specifics to share about those paid options right
now, and the company will share more “as we continue to roll
out to more regions in the coming months,” spokesperson Juliet
Chaitin-Lefcourt tells The Verge.

Roblox is also working on new AI agents to help developers
that will be available in both Build and Studio, including a
playtesting agent, an analytics agent, and an agent that can
run experiments to help improve engagement, retention, and
monetization. These will ship over the “coming months.”
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Roma,  Washington  Post:  le
”nonne  che  fanno  la  pasta”
sono  la  nuova  trappola  per
turisti
(Adnkronos) – “Nuova trappola per turisti a Roma: le nonne che
fanno  la  pasta”.  È  il  titolo  del  lungo  reportage  del
Washington  Post  dedicato  al  fenomeno  delle  cuoche  che
preparano pasta fresca nelle vetrine dei ristoranti del centro
storico di Roma, diventate un nuovo simbolo del turismo di
massa.  Il  quotidiano  americano  racconta  la  crescente
diffusione della pratica, particolarmente visibile nei vicoli
di Trastevere grazie alle due catene che “guidano” il trend,
Osteria da Fortunata e Come ‘na vorta. Ma sono sempre di più i
locali che espongono in vetrina donne intente a impastare e
stendere la pasta per attirare l’attenzione dei passanti e dei
visitatori  stranieri:  quella  che  viene  proposta  come
un’immagine  dell’Italia  più  autentica  sarebbe  diventata,
secondo il Post, un potente strumento di marketing.  

Le  donne  al  lavoro  “non  sono  necessariamente  nonne”,  ma
svolgono un doppio ruolo: quello di addette alla preparazione
della pasta e quello di elemento scenografico per conquistare
i clienti. “È il più geniale strumento di marketing”, afferma
la scrittrice ed esperta di gastronomia Katie Parla, secondo
cui questi locali “offrono contenuti costruiti per le persone:
sono fotogenici e imitano qualcosa che il pubblico percepisce
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come autentico”. 

Il fenomeno, tuttavia, divide residenti ed esperti di cucina.
Per  il  Washington  Post  queste  “nonne  della  pasta”  sono
diventate  una  sorta  di  “test  di  Rorschach”:  per  alcuni
rappresentano  un  rassicurante  ritorno  alla  tradizione,  per
altri  sono  il  simbolo  della  trasformazione  dei  quartieri
storici  in  scenografie  per  turisti.  La  guida  gastronomica
Sophie Minchilli definisce questi ristoranti “più teatro che
tradizione” e li considera un “modo sicuro per riconoscere una
trappola per turisti”, sottolineando come molti restino aperti
tutto il giorno per rispondere alle esigenze dei visitatori
stranieri, a differenza delle trattorie romane tradizionali
che  chiudono  nel  pomeriggio  per  la  pausa  del  personale.
Minchilli mette inoltre in discussione il legame tra pasta
fresca e cucina romana: “È probabilmente fatta in casa ed è
deliziosa,  ma  è  sbagliata”  come  rappresentazione  della
tradizione della capitale, spiega, ricordando che i quattro
piatti simbolo di Roma – carbonara, gricia, amatriciana e
cacio e pepe – sono generalmente preparati con pasta secca, ad
eccezione dei tonnarelli utilizzati per il cacio e pepe. Anche
Marina Cacciapuoti, fondatrice di Italy Segreta, osserva che
“vedere qualcuno preparare pasta fresca in vetrina non è, di
per sé, un segno di qualità o autenticità” e ricorda che molti
grandi piatti italiani “sono pensati per essere preparati con
pasta secca, non fresca”. 

Il Washington Post raccoglie anche la difesa dei ristoratori
coinvolti. Marcello Bettozzi, proprietario della catena Come
‘na  Vorta,  riconosce  che  l’idea  “è  marketing,  certo”,  ma
respinge  l’accusa  di  essere  un  semplice  espediente
commerciale:  “È  importante  mostrare  quello  che  facciamo,
perché a volte le persone sottovalutano il valore del nostro
lavoro”. Secondo la storica dell’alimentazione Karima Moyer-
Nocchi, il successo di queste vetrine va oltre il cibo e
rappresenta  una  messa  in  scena  dell’”italianità”.  “Stanno
vendendo  l’Italia  che  le  persone  desiderano.  Anche  gli



italiani  amano  quell’idea,  e  vende  moltissimi  prodotti”,
aggiunge. 
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Riunione a Washington contro
terrorismo  estrema  sinistra,
Rubio: “Minaccia rinnovata”
(Adnkronos)  –  Le  delegazioni  di  67  paesi,  inclusa  una
dell’Italia, si sono riunite presso il Dipartimento di Stato
di Washington Dc per un summit su quella che l’amministrazione
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Trump definisce una recrudescenza del terrorismo politico di
estrema sinistra. Un’etichetta che, secondo diversi critici,
viene usata per prendere di mira l’opposizione negli Stati
Uniti. Nell’unica parte pubblica della ‘Riunione ministeriale
sulla recrudescenza del terrorismo politico’, il Segretario di
Stato Marco Rubio ha sottolineato che la volontà è quella di
coordinarsi a livello internazionale di fronte a quella che
definisce una “minaccia rinnovata”, che è “rimasta un punto
cieco  nell’attenzione  della  comunità  internazionale  al
contrasto al terrorismo”. “Siete qui perché i vostri leader
politici vengono aggrediti, accoltellati e colpiti da armi da
fuoco  nelle  vostre  strade,  perché  le  vostre  attività
commerciali sono state fatte saltare in aria, perché le vostre
ferrovie  sono  state  sabotate,  perché  i  vostri  agenti  di
polizia sono stati picchiati e dati alle fiamme”, ha detto
Rubio.  

“Siete  qui  perché  questa  è  la  realtà:  la  situazione  sta
peggiorando e non può più essere né negata né ignorata; è
giunto il momento di annientare questo male per sempre”. Le
organizzazioni statunitensi per la difesa delle libertà civili
temono  che  l’iniziativa  di  Rubio  –  informalmente  definita
“vertice  Antifa”  –  rientri  in  un  più  ampio  tentativo
dell’amministrazione Trump di prendere di mira attività di
protesta  legittime  e  avversari  politici,  anziché  le  reali
minacce  alla  sicurezza  americana.  Diversi  ex  funzionari
americani  hanno  affermato  che  la  questione  è  stata
politicizzata  dall’amministrazione  e  che  la  minaccia
proveniente dalla “sinistra radicale” non è paragonabile a
quella rappresentata da gruppi come l’Isis o dagli estremisti
di destra. Quest’ultima minaccia era del tutto assente nella
strategia  antiterrorismo  dell’amministrazione,  resa  nota  a
maggio. Ciononostante, Rubio ha dichiarato che la minaccia è
di carattere internazionale e non riguarda solo gli Usa. Per
questo motivo, è stato organizzato l’evento. 

“Non si tratta di cellule distinte e isolate, bensì di reti



interconnesse.  Esse  non  riconoscono  i  nostri  confini;  di
fatto, non credono nemmeno nello Stato-nazione. Si coordinano,
comunicano,  viaggiano,  si  addestrano  e  agiscono
congiuntamente,  condividendo  le  stesse  infrastrutture,  gli
stessi nemici e la stessa missione”, ha aggiunto. L’obiettivo
dell’amministrazione  Trump,  in  questa  azione  contro  gli
“antifa”  –  sebbene  siano  un’entità  poco  definita  e
caratterizzata  –  è  creare  una  rete  internazionale
d’informazioni  e  intelligence,  strategie  coordinate  delle
forze dell’ordine e azioni mirate a colpire e smantellare le
reti finanziarie di questi gruppi. “Le distruggeremo mattone
dopo mattone. È giunto il momento in cui i popoli del mondo
civile  si  difendano,  restino  uniti  contro  questa  oscurità
incombente  e  combattano  per  ciò  che  è  nostro.  È  facile
distruggere grandi opere; è molto più difficile costruirle”,
ha concluso Rubio. A fare eco alle sue parole Stephen Miller,
il vicecapo gabinetto della Casa Bianca: “Dobbiamo avvalerci
di ogni strumento lecito e legittimo a nostra disposizione per
dimostrare che la giustizia sarà fatta e che tali tattiche e
tecniche  finiranno  inevitabilmente  per  fallire”.  Al  di  là
della retorica e delle parole dell’amministrazione Trump, la
partecipazione dei vari paesi – dall’Argentina a Singapore –
non  è  stata  promossa  più  di  tanto  e  i  dettagli,  fino
all’ultimo,  sono  stati  scarsi.  I  paesi  partecipanti  erano
principalmente  europei,  sebbene  vi  fossero  rappresentanti
anche  di  nazioni  asiatiche  e  dell’emisfero  occidentale.
Israele è l’unico paese del Medio Oriente presente.  

Tuttavia,  molte  delegazioni  non  sono  state  guidate  dai
ministri  degli  Esteri  dei  rispettivi  Paesi,  bensì  da
funzionari  tecnici  o  di  livello  operativo.  Diversi
interlocutori hanno addotto motivi di calendario, poiché gli
inviti  all’evento  sono  stati  inviati  solo  all’inizio  di
luglio, mentre l’agenda è rimasta poco chiara fino all’ultimo
momento.  Per  quanto  riguarda  l’Italia,  alla  riunione  ha
partecipato Emanuele Prisco, sottosegretario agli Interni di
Fdi. Da quanto appurato da Adnkronos, la presenza italiana è



servita a prendere nota, in particolare, dei criteri che hanno
portato  gli  Stati  Uniti  a  inserire  alcune  organizzazioni
straniere nell’elenco delle organizzazioni terroristiche, tra
cui  l’italiana  Federazione  anarchica  informale-Fronte
rivoluzionario internazionale di Alfredo Cospito.  

Da parte sua il Dipartimento di Stato, sollecitato a spiegare
perché gli Stati Uniti non stiano affrontando le minacce poste
sia dall’estremismo di sinistra che da quello di destra, ha
riferito che alleati e partner hanno segnalato alle autorità
statunitensi come la violenza politica di estrema sinistra sia
“molto  più  sofisticata”  e  “più  difficile”  da  contrastare
rispetto a quella di estrema destra, che è da tempo al centro
delle attività di antiterrorismo. Il vertice fa seguito alla
strategia antiterrorismo di Trump, resa nota a maggio, che
annovera  gli  “estremisti  di  sinistra  violenti,  inclusi
anarchici e antifascisti”, tra le tre principali categorie di
gruppi terroristici che minacciano l’America. Tale strategia
non  faceva  alcun  riferimento  alla  violenza  dell’estrema
destra.  

Lo scorso settembre, inoltre, Trump aveva firmato un ordine
esecutivo  che  designava  Antifa  come  organizzazione
terroristica  interna,  definendola  “un’organizzazione
militarista  e  anarchica  che  invoca  esplicitamente  il
rovesciamento”  del  governo  e  delle  forze  dell’ordine,
ricorrendo al contempo a “mezzi illegali per organizzare e
attuare una campagna di terrorismo a livello nazionale al fine
di raggiungere tali obiettivi”. I ricercatori, tuttavia, hanno
messo in guardia contro un approccio unilaterale del governo
americano al terrorismo politico. Uno studio del Center for
Strategic and International Studies ha rilevato che il 2025 ha
segnato  la  prima  volta  in  oltre  tre  decenni  in  cui  gli
attacchi terroristici di matrice di sinistra hanno superato
quelli  di  estrema  destra;  tuttavia,  lo  studio  ha  anche
osservato che tale aumento è avvenuto a partire da livelli
iniziali molto bassi e “rimane ben al di sotto dei livelli



storici di violenza perpetrata da autori di matrice di destra
e jihadista”. (di Iacopo Luzi) 
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Musk e Le Pen: Ruotolo chiede
garanzie  contro
l’interferenza nelle elezioni
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Ue
(Adnkronos) –
L’Europa  “non  può  continuare  a  far  finta  di  niente.  Deve
garantire che le piattaforme digitali non diventino strumenti
di interferenza politica nelle elezioni degli Stati membri”.
Lo dice l’eurodeputato del Pd Sandro Ruotolo, dopo che Elon
Musk ha definito via social Marine Le Pen “l’ultima speranza
della Francia”. 

Per  Ruotolo,  “la  libertà  di  parola  va  difesa  sempre,  ma
altrettanto va difesa l’autonomia dei processi democratici da
chi dispone di un potere economico, tecnologico e comunicativo
senza precedenti”. 

Non è la prima volta, ricorda Ruotolo, che Musk interviene
nella politica europea. “Era già intervenuto nelle elezioni
tedesche, sostenendo apertamente AfD, il partito dell’estrema
destra, contribuendo a legittimarlo sul piano internazionale.
Oggi AfD è diventato una delle principali forze politiche
della Germania e contende il primato agli altri partiti”. 

“Non siamo di fronte a semplici opinioni personali – prosegue
–  siamo  di  fronte  all’intervento  politico  di  un  uomo  che
concentra  nelle  proprie  mani  una  ricchezza  immensa  e  il
controllo di una delle principali piattaforme digitali del
pianeta. Quando chi possiede un’infrastruttura globale della
comunicazione  interviene  direttamente  nelle  campagne
elettorali  di  altri  Paesi,  la  questione  non  riguarda  più
soltanto la libertà di espressione. Riguarda la tutela della
democrazia”, conclude. 
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Google is renaming NotebookLM
to Gemini Notebook

Google  is  giving  its  AI  note-taking  app  a  new  name.  The
company  announced  on  Thursday  that  NotebookLM  is  becoming
Gemini Notebook, but will remain a standalone app even as it
integrates more deeply across Gemini and Google Search.

Along with the name change, Google is rolling out an update
announced last month that allows Gemini Notebook to connect to
a  secure  cloud  computer  to  write  and  execute  code.  This
feature is available to Google AI Ultra and Workspace business
customers, but will come to Pro users on the web “over the
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coming weeks.”

https://www.theverge.com/tech/966112/google-gemini-notebook-no
tebooklm

Time’s  running  out  to  save
$10  on  Splatoon  Raiders
physical preorders

Splatoon Raiders’ July 23rd launch day is almost here, so your
window to preorder the physical version at a $10 discount is
about to close. The digital version is $49.99, and so is the
game  on  cartridge  if  you  preorder  at  Walmart.  Amazon
previously honored the preorder discount, but it’s selling the
game at full price ($59.99), at least for the moment.

Nintendo announced in March that certain digital Switch 2
games will be $10 cheaper than the physical versions. However,
releases like Yoshi and the Mysterious Book and Star Fox both
had lengthy preorder phases where both editions sold at the
same price. It’s worth jumping on these limited-time offers if
physical media means a lot to you.

While  Amazon  isn’t  currently  honoring  the  $10  preorder
discount, there’s always a chance it will again before launch
day. If you choose to preorder at Amazon, you’ll pay the
lowest price offered between when you preorder and when the
game releases.

Splatoon Raiders is a new Switch 2-exclusive title with a
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single-player focus. That’s great because I could never get
enough of the campaigns in the mainline Splatoon titles, and
its competitive multiplayer is harder to excel at than it
seems. However, Raiders has a co-op multiplayer component, so
you can team up with up to four players locally or online.

Other Verge-approved deals
https://www.theverge.com/gadgets/966478/splatoon-raiders-preor
der-the-sopranos-4k-bluray-deal-sale

Tesla driver in fatal Texas
crash  overrode  FSD  by
pressing  accelerator  ‘100
percent,’  investigators
confirm

The Tesla driver who fatally struck a woman after crashing
into her home “manually overrode” the vehicle’s Full Self-
Driving (FSD) technology by pressing the gas pedal to 100
percent,  the  National  Transportation  Safety  Board  (NTSB)
confirmed  in  a  preliminary  report  on  Wednesday.  After
examining the car’s electronic data, investigators found that
the Tesla Model 3 reached speeds greater than 70mph during the
crash.
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In June, 44-year-old Michael Butler’s vehicle plowed into a
Katy, Texas home, killing 76-year-old Martha Avila inside. The
home is located on a two-lane road with a 30mph speed limit,
the NTSB’s report says, adding that “the weather was clear,
the roadway was dry, and daylight conditions were present”
when the crash occurred.

Butler  was  arrested  earlier  this  month  and  is  facing
manslaughter charges. After the crash, Butler told hospital
providers that he remembered “putting the car in self driving
mode”  and  that  he  “passed  out,”  according  to  an  arrest
affidavit. The court document also cites data from Butler’s
phone,  which  includes  several  FSD-related  Google  searches,
including “Tesla fsd not aggressive enough 2026 model,” “FSD
is not aggressive enough for city driving,” and and “tesla fsd
too timid.”

https://www.theverge.com/transportation/966563/tesla-texas-cra
sh-ntsb-investigation

CRM  data  migration:  A
practical process overview
CRM data migration is the process of moving data, workflows,
and assets from one CRM to another. It matters because your
CRM is the operational backbone of your revenue team, and when
the data inside it is wrong, every process built on top of it
breaks too.
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I’ve seen more CRM migrations than I can count, and the ones
that  fail  almost  always  fail  the  same  way:  the  team
underestimated scope, skipped data cleansing, or rushed to go-
live without a validated rollback plan. The ones that succeed
treat migration as a structured business change, not a bulk
data transfer.

This guide covers the full CRM data migration process from
planning through hypercare.
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What is CRM data migration?
CRM  data  migration  is  the  process  of  moving  records,
relationships, history, permissions, and connected workflows
from one CRM to another. That definition matters because the
phrase “moving data” undersells what is actually involved.

CRM data migration requires more than a simple CSV import. A
true migration covers:

Entities:  Contacts,  companies,  deals,  tickets,  custom
objects



Relationships: The links between companies and contacts,
contacts and deals, deals and activities
History:  Emails,  calls,  notes,  tasks,  meetings,  and
attachments
Permissions: User roles, team structures, property-level
access
Dependencies:  Workflows,  sequences,  integrations,  and
reports built on top of that data

Each layer adds complexity. A contact record is connected to a
company,  associated  with  open  deals,  threaded  into  email
history, and tied to automation sequences. Breaking one of
those  relationships  creates  orphaned  records,  broken
pipelines,  or  gaps  in  reporting  on  day  one.

Migration is also distinct from integration. An integration
keeps two systems in sync on an ongoing basis. Migration is a
one-time (or phased) movement of structured data, intending to
make the new CRM the single source of truth. You may run both,
but they are different workstreams with different owners.

Think of CRM data migration as a phased business change, not a
technical event, much like the strategic approach required for
revenue performance management.

CRM data migration has goals (what does a successful migration
look like?), constraints (what is the freeze window? what is
the  rollback  trigger?),  and  success  criteria  (what  record
counts, accuracy rates, and user validation tests must pass
before go-live?). Every migration decision flows from those
three inputs.

This guide walks through the full end-to-end process: plan →
cleanse → map → sequence → test → migrate → validate → go-live
→ hypercare.

https://blog.hubspot.com/sales/chief-revenue-officer
https://blog.hubspot.com/sales/revenue-performance-management


CRM Data Migration Plan
The migration plan is the document your entire team works
from. It defines who owns what, the timeline, how decisions
are made, and what happens when something breaks. I have found
that teams who invest two to three weeks in planning save
months of cleanup on the back end.

Roles and RACI
Every  CRM  migration  needs  clear  ownership  across  four
functions:

Migration  lead  (RevOps  or  CRM  admin):  A  revenue
operations  role  responsible  for  owning  the  plan,
sequencing,  and  validation  sign-off,  is  essential  to
understanding  what  is  revenue  operations  and  its
critical  role  in  data  migration  success.
Data owner (operations or IT): Owns cleansing decisions,
deduplication rules, and survivorship logic
Business  stakeholders  (sales,  marketing,  service
leadership):  Approve  scope  decisions,  especially  what
gets archived versus migrated
Technical owner (developer or SI partner): Executes API-
based  migration,  builds  field  transformation  scripts,
and runs reconciliation jobs

Assign a RACI (Responsible, Accountable, Consulted, Informed)
matrix for every major phase. The most common failure point is
ambiguity around who approves a go/no-go decision. Define that
before you start.

Phase Map
A well-structured CRM migration runs through eight phases:

Assess:  Audit  current  data,  map  object  inventory,1.
document dependencies



Cleanse: Deduplicate, normalize, remove stale records,2.
establish golden records
Map: Align source fields to destination fields, handle3.
gaps and transformations
Test: Run a sandbox migration with a representative data4.
sample
Migrate: Execute phased migration by object type and5.
priority
Validate:  Record  counts,  spot  checks,  and  user6.
acceptance tests
Cutover:  Freeze  source  system,  execute  final  delta7.
migration, go live
Hypercare: Monitor errors, support users, resolve edge8.
cases (typically 2–4 weeks)

Sandbox Usage
Always run your first migration in a sandbox environment, not
production. A sandbox lets you test field mapping, surface
transformation  errors,  and  validate  relationship  integrity
before  any  real  data  is  touched.  HubSpot’s  sandbox
environments are purpose-built for this use case, allowing you
to mirror your production portal and iterate without risk.

Pro tip: Run your sandbox migration at least twice. The first
run  reveals  gaps  in  field  mapping.  The  second  run,  after
you’ve  fixed  those  gaps,  is  the  one  you  use  for  your
validation  baseline.

Risk Register and Change Management
Document your known risks before the migration begins. Common
risk items include:

Data quality worse than expected → mitigation: Extended
cleansing window with clear exit criteria
Integration failure at cutover → mitigation: Smoke tests
pre-cutover, rollback trigger defined



User  adoption  gaps  →  mitigation:  Training  sessions
scheduled before go-live, not after
Source system data loss → mitigation: Full export and
backup before any migration begins

Change management is the underrated half of CRM migration, and
it directly impacts your ability to achieve sales optimization
across  the  organization.  Your  users  need  to  know  what  is
changing, when, and why before they log into a new system for
the first time.

A communication plan with milestone updates (kickoff, sandbox
complete, go-live window, hypercare end) keeps stakeholders
aligned and reduces day-one friction.

HubSpot’s Smart CRM was designed to simplify this transition.
Its unified data mode reduces the complexity of remapping
relationships compared to fragmented legacy systems.

CRM Data Migration Data Cleansing
Data cleansing should happen before full CRM migration, not
during or after. This is the rule I emphasize most strongly
with every team I work with. Dirty or duplicate data increases
the risk of bad records being carried into the new CRM, and
fixing data quality in the new system is significantly harder
than in the old one.

Data Audit
Start  with  a  complete  data  audit.  For  each  object  type
(contacts, companies, deals, tickets), document:

Total record count
Percentage of records missing key fields (email, company
name, deal amount)
Duplicate rate (identified by exact email match, fuzzy
name match, or domain-level deduplication)

https://blog.hubspot.com/sales/sales-optimization
https://www.hubspot.com/crm/pricing-cr160?


Stale records (no activity in 18–24 months, or clearly
invalid data)
Inconsistent picklist values (e.g., “New York,” “NY,”
“New York, NY” all in the same field)

This audit produces your data quality baseline. You’ll use it
to  set  cleansing  targets,  prioritize  effort,  and  measure
progress.

Deduplication and Normalization
Deduplication is a time-consuming and crucial part of data
cleansing. Define your matching rules before you start. I’ve
found that an exact email match is the safest starting point
for contacts. From there, you can layer in fuzzy matching on
name  +  company,  or  domain-level  deduplication  for  company
records.

Normalization means establishing and enforcing data standards
across  the  dataset:  phone  number  formats,  country  codes,
picklist  values,  and  lifecycle  stage  definitions.  Document
your standards in a data dictionary. These standards clean
your legacy data and become the governance rules for your new
CRM.

Golden Records and Survivorship Rules
When  two  duplicate  records  get  merged,  survivorship  rules
define which field values survive. For example, if two contact
records have different phone numbers, keep the most recently
updated one. If both have email addresses, merge them into a
primary-secondary structure.

Document your survivorship rules before deduplication begins.
Undocumented  rules  lead  to  inconsistent  decisions  across
thousands of records, creating new data quality problems at
scale.

Pro  tip:  HubSpot  Data  Hub  includes  native  deduplication

https://blog.hubspot.com/marketing/ultimate-guide-to-contact-management
https://blog.hubspot.com/marketing/ultimate-guide-to-contact-management


workflows and data quality automation tools that can enforce
survivorship rules at scale without manual review of every
record pair. Use it during the cleansing phase to build rules
you’ll carry into production.

CRM Data Migration Field Mapping
Field mapping aligns source CRM fields with destination CRM
fields. It sounds straightforward. In practice, it is where
most migration projects hit their first significant bottleneck
because no two CRMs use the same data model.

Building Your Field Inventory
Before you can map anything, you need a complete inventory of
your source system’s objects and properties. For each object
type, document:

All fields, including custom fields and legacy fields
that have not been used in years
Field type (text, number, date, picklist, lookup, multi-
select)
Picklist  values  and  whether  they  match  destination
equivalents
Lookup relationships (e.g., deal owner → user record)
Whether each field is actively used or can be retired

Build this inventory in a mapping spreadsheet with columns
for: source field name, source field type, source picklist
values (if applicable), destination field name, destination
field  type,  destination  picklist  values,  transformation
required (yes/no), and migration status.

Handling Mapping Conflicts and Gaps
Three  types  of  mapping  conflicts  come  up  in  nearly  every
migration:

https://blog.hubspot.com/marketing/data-hygiene


Type mismatches: Source has a text field, destination
requires a picklist. You need to normalize values before
migration.
Field gaps: Source has a field that doesn’t exist in the
destination. Decide whether to create a custom property,
map to the closest available field, or archive the data.
Naming  conflicts:  Source  uses  “Account  Owner,”
destination uses “Contact Owner.”

Relationship  mapping  is  a  separate,  and  equally  critical,
workstream.  Relationship  mapping  preserves  links  between
companies, contacts, deals, and activities. If you migrate
contacts before companies, the company association has nowhere
to point. If you migrate deals before contacts, the deal owner
association breaks.

Pro tip: HubSpot’s CRM import tool supports field mapping at
upload,  so  you  can  map  source  columns  to  destination
properties in the UI before committing the import. Use this
during sandbox testing to validate your mapping logic before
running production migration.

CRM Data Migration Sequencing

What order should you migrate objects?
Migration sequencing helps prevent orphaned records. This is
one of the most technically important decisions in the entire
process, though it is often overlooked.

The core rule: migrate parent objects before child objects.
Companies or accounts are often migrated before contacts and
deals  because  they  depend  on  them.  Here’s  the  standard
recommended sequence:

Users (required to assign ownership to all downstream1.
records)

https://blog.hubspot.com/marketing/what-is-crm-data-maintenance


Companies / Accounts2.
Contacts (associated with companies)3.
Deals  /  Opportunities  (associated  with  contacts  and4.
companies)
Tickets / Cases (contacts and companies)5.
Custom objects (after any parent objects they reference)6.
Activities:  notes,  calls,  emails,  tasks,  meetings7.
(associated with contacts, companies, deals)
8.  Attachments  and  documents  (after  all  associated8.
records exist)

Deviating from this sequence creates orphaned records, which
are records with broken associations because the parent they
reference doesn’t exist yet. Orphaned records are painful to
fix  retroactively  and  introduce  data  integrity  risk  that
compounds over time.

Pro tip: Run a post-migration association audit after each
batch.  Check  for  null  company_id  on  contacts,  null
associated_contact on deals, and null owner on any object.
Catching orphaned records by object type makes remediation
dramatically faster.

CRM Data Migration Historical Data

Should  you  migrate  every  historical
activity?
No. And trying to do so is one of the most common reasons
migrations run over time and budget.

Historical  activities  and  attachments  should  be  evaluated
against four criteria before including them in scope:

Legal:  Does  your  industry  require  activity  retention
(HIPAA, GDPR, SOC 2, financial regulations)? If so, how
long, and in what form?



Operational: Do your sales or service teams actively
reference historical activities when working accounts?
If activities are more than 24 months old and rarely
accessed, the migration value is low.
Analytics: Are historical activities used in reports,
attribution models, or forecasting? If so, they need to
migrate. If not, archiving is lower-risk and lower-cost.
Storage:  Large  attachment  libraries  (proposals,
contracts, call recordings) can significantly increase
migration time and cost. Evaluate whether these belong
in the CRM or in a dedicated document management system.

My recommendation for most migrations is to migrate 12–18
months  of  activity  history  into  the  new  CRM.  Archive
everything older into a read-only data store (a separate cloud
storage bucket, a legacy CRM in read-only mode, or a data
warehouse). Document the archiving decision and communicate it
to stakeholders before go-live.

For email history specifically, most modern CRMs, including
HubSpot, support inbox connection at the user level, which
means future emails are logged automatically. Historical email
import is often the highest-effort, lowest-ROI item on the
migration list.

CRM  Migration,  Integrations,  and
Security
Integrations are the silent dependency that breaks the most
migrations. I have seen go-lives derailed at the last hour
because a marketing automation sync was still pointing at the
old CRM, or because a Zapier workflow was writing duplicate
records into production.

https://blog.hubspot.com/marketing/data-purging-strategy


Integration Inventory
Before cutover, you need a complete integration inventory of
all revenue operations tools connected to your current CRM,
documenting each tool’s data flows and endpoint requirements:

Integration name and tool
Owner (the person responsible for reconfiguring it post-
migration)
What data it reads and writes
Endpoint changes required (new CRM API, new field names,
new object structure)
Credential update requirements (OAuth tokens, API keys,
webhooks)
Throttling or rate limit considerations at cutover
Smoke test procedure to verify it works post-migration

Integrations need an inventory, owner assignment, and smoke
tests before cutover. Smoke tests should run in your sandbox
environment before production cutover, using real field names
and sample records.

Pro tip: HubSpot Data Hub’s data sync keeps connected systems
aligned during and after migration. For tools with a native
HubSpot  integration  in  the  HubSpot  Marketplace,  the
reconfiguration is often a simple reconnection with no custom
API work required.

Permissions Remapping
Permissions remapping should match real user roles and access
needs in the new CRM, reflecting the distinct responsibilities
between marketing and operations. Permissions remapping is an
opportunity to rationalize your security model rather than
just replicate it.

For each user group, document: what objects they need to see,
what properties they should be able to edit, what records they
should own versus view-only, and whether their access should

https://blog.hubspot.com/marketing/5-common-data-integration-challenges-and-how-to-solve-them
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be team-scoped or global. Then map those requirements to the
new  CRM’s  permission  sets,  and  test  them  with  real  users
before go-live.

Build security testing into your validation checklist: log in
as a rep, a manager, and a read-only user, and verify that
each can see exactly what they should and nothing more.

CRM Data Migration Validation
Validation is the last checkpoint before go-live and the phase
most teams underinvest in. ‘The data looks about right’ is not
a  validation  standard.  Validation  includes  record  counts,
sampled  spot  checks,  automated  comparisons,  and  user
acceptance  testing  —  all  four,  not  just  one.

Validation Framework
Record  count  reconciliation:  Total  records  in  source
versus total records in destination, by object type. Any
discrepancy  greater  than  0.1%  requires  investigation
before go-live.
Sampled spot checks: Pull a random sample of 50–100
records per object type and manually compare field-by-
field against the source. This surfaces transformation
errors that aggregate counts will not catch.
Automated  comparisons:  For  large  datasets,  build  a
script that compares source and destination records by
unique  ID  and  flags  mismatches.  This  is  especially
important for high-volume objects, such as activities.
User acceptance testing (UAT): Have 3–5 real users from
different  teams  (sales  rep,  sales  manager,  marketing
ops, service rep) log into the new CRM and validate
their day-one workflows. Their sign-off is your go/no-go
gate.



How do you plan rollback safely?
Rollback planning requires backups, trigger conditions, time
windows,  and  communication  paths,  and  it  must  be  planned
before the migration starts, not after something breaks.

Define each of the following before go-live:

Backup: When was the last full export from the source
CRM? Confirm it exists and is accessible.
Trigger  conditions:  What  failure  scenarios  trigger  a
rollback? (e.g., >5% record count discrepancy, critical
workflow failures, user authentication failures)
Time window: How long after go-live can you execute a
rollback? (Typically, 24–72 hours before data is written
in the new system makes a clean rollback impossible)
Communication path: Who makes the rollback decision? Who
notifies users? Who coordinates with IT and vendors?

Pro tip: Keep the source CRM in read-only mode for at least
two weeks post-go-live. This gives you a clean reference point
for any validation questions and a recovery path if edge cases
emerge.

CRM Data Migration Tools
The right CRM data migration tool depends on your data volume,
technical  resources,  timeline,  and  the  complexity  of  your
field mapping and transformation logic. Here’s how I would
think about the decision:

When should you use a CRM data migration
tool?
Use a dedicated CRM data migration tool when:

Your  dataset  exceeds  50,000  records  across  multiple



object types
You have complex relationship structures (e.g., many-to-
many associations, custom objects)
You need bidirectional field transformation logic (not
just field renaming)
Your source system has an API-accessible data export,
but doesn’t support native CSV export of all objects
You need a repeatable, auditable migration process with
a rollback capability

For simpler migrations — clean data, standard objects, under
25,000  records  —  HubSpot’s  native  import  tool  handles
contacts, companies, deals, and tickets via CSV with in-UI
field mapping. This is the fastest path to production for
smaller teams.

Migration Tool Options
Here  are  the  primary  tool  categories  and  representative
options:

Native Import (HubSpot):

Best  for:  small-to-mid  migrations,  standard  objects,
teams without developer resources
Handles:  contacts,  companies,  deals,  tickets,  custom
objects (via CSV)
Limitations:  no  relationship  migration  via  CSV  for
complex associations; no delta migration support

iPaaS / Data Sync (HubSpot Data Hub):

Best for: keeping source and destination systems in sync
during  a  phased  migration;  post-migration  integration
management
Handles: two-way field sync, custom field mapping, data
formatting rules
G2 Rating: 4.4/5; users highlight bidirectional sync and
HubSpot-native workflow triggers as standout features



FYI: iPaaS/Data Sync tools like HubSpot Operations Hub serve
as  a  revenue  operations  platform,  keeping  source  and
destination systems in sync during phased migrations and post-
migration integration management.

Dedicated Migration Tools (Trujay, Migrate.io, Data2CRM):

Best for: large migrations, complex object structures,
non-technical teams who need a managed migration path
Handles: most major CRM-to-CRM migration paths with pre-
built field maps
Limitations:  variable  support  quality;  validate  that
your  specific  source-to-destination  path  is  well-
supported before committing

Custom API Migration (Developer-built):

Best  for:  enterprise  migrations  with  custom  objects,
complex  transformation  logic,  or  proprietary  source
systems
Handles: any object, any field, any transformation, with
full control over sequencing and validation
Limitations:  requires  developer  resources;  higher
upfront  cost;  maintenance  burden  if  source  or
destination  APIs  change

Pro tip: Whatever tool you use, run it in your sandbox first.
Every tool has quirks, such as rate limits, edge cases in
handling  associations,  and  encoding  issues  with  special
characters. Discover those in the sandbox, not in production.

CRM Migration Checklist

What is the best way to track progress?
Track  CRM  migration  progress  by  phase,  with  explicit
completion criteria for each item before moving to the next.
Here’s the checklist I use:



PHASE 1: ASSESS

Complete object and field inventory for all source CRM
data
Document  all  integration  dependencies  (tools,  API
connections, webhooks)
Document all user roles and permission structures
Run  data  quality  audit  (duplicate  rate,  completeness
rate, stale record volume)
Define  success  criteria  and  go-live  acceptance
thresholds
Assign RACI for all migration phases

PHASE 2: CLEANSE

Establish data standards and normalization rules
Execute  deduplication  (with  documented  survivorship
rules)
Remove or archive records below the retention threshold
Normalize picklist values across all affected fields
Document cleansing outcomes (before/after record counts)

PHASE 3: MAP

Complete field mapping spreadsheet (all objects)
Identify and resolve mapping conflicts and gaps
Define field transformation logic
Map all relationship/association types
Map all permission groups and user roles to destination
equivalents

PHASE 4: TEST (SANDBOX)

Execute sandbox migration following the defined object
sequence
Record count reconciliation by object
Run sampled spot checks (50–100 records per object)
Validate association integrity (no orphaned records)
Test integration smoke tests in the sandbox



Conduct internal UAT review

PHASE 5: PRODUCTION MIGRATION

Confirm source CRM backup is complete and accessible
Define rollback trigger conditions and time window
Execute  production  migration  in  the  defined  object
sequence
Monitor for errors in real time

PHASE 6: VALIDATE

Record count reconciliation (source versus destination)
— all objects
Sampled spot checks across all object types
Automated field-level comparison for high-volume objects
User acceptance testing sign-off from each stakeholder
group
Integration smoke tests in production
Security testing (log in as each user role)

PHASE 7: CUTOVER

Set the source CRM to read-only
Execute delta migration (records created/updated since
initial migration)
Confirm the delta record counts reconcile
Distribute new CRM access credentials to all users
Send user-facing go-live communication

PHASE 8: HYPERCARE

Assign  hypercare  support  owner  (RevOps  lead  or  CRM
admin)
Create an error log for day-one issues
Schedule daily standups for the first week post-go-live
Define hypercare end criteria
Document lessons learned for future migrations



CRM  Data  Migration  Go  Live  and
Hypercare
Go-live is not the end of a CRM migration. It is the beginning
of  a  2–4  week  stabilization  period  called  hypercare,  and
treating  it  as  such  is  the  difference  between  a  smooth
transition and a chaotic first month.

Go-Live Day
On go-live day, three things need to happen in sequence:

1. Source CRM freeze: set the source system to read-
only. No new records should be created there from this
point forward.
2.  Delta  migration:  capture  and  migrate  any  records
created  or  updated  in  the  source  CRM  during  the
migration window. This is the gap between your initial
migration and the freeze point.
3. User access: distribute new CRM credentials, confirm
logins,  and  verify  that  each  user  can  access  their
records and workflows.

The delta migration is where many teams cut corners and where
data loss most often occurs. Even a 48-hour migration window
can  generate  hundreds  of  new  records  in  an  active  sales
environment. Build delta migration into your go-live runbook,
not as an afterthought.

Hypercare
Hypercare follows CRM go-live as a structured support period
during which your migration team actively monitors for errors,
responds  to  user  issues,  and  ensures  revops  automation
workflows are functioning as designed.

Best practices for hypercare:



Assign a dedicated hypercare owner; this should be your
CRM admin or RevOps lead, not a help desk ticket queue
Create a shared error log where users can flag issues
with enough context to reproduce and fix them
Run daily standups for the first week (15 minutes: what
broke, what was fixed, what’s still open)
Keep the source CRM in read-only mode until hypercare
closes
Define explicit hypercare end criteria: X days without
critical errors, Y% of users validated their workflows

Pro tip: HubSpot’s Sales Hub and Service Hub include activity
feeds,  deal  pipeline  views,  and  ticket  queues,  making  it
easier for users to self-audit their data after the migration.
Point your hypercare team to these views on day one, because
they are faster than custom reports for surfacing missing
records.

A well-executed hypercare period typically runs 2 weeks for
small migrations and 4 weeks for enterprise migrations. The
goal is to catch edge cases that only surface in real-world
use and fix them before they become permanent data quality
problems.

Frequently  Asked  Questions  About
CRM Data Migration

How  long  does  a  CRM  data  migration
typically take?
Timeline  varies  significantly  by  scope.  A  small  migration
(under 25,000 records, standard objects, limited integrations)
can be completed in 4–6 weeks.

A  mid-market  migration  (50,000–500,000  records,  multiple
object types, 5+ integrations) typically takes 2–4 months.



Enterprise  migrations  —  complex  custom  objects,  large
datasets, many integrated systems — can run 4–9 months. The
cleansing phase is usually the longest, regardless of record
volume. Budget conservatively.

How  much  should  a  CRM  data  migration
cost?
Cost  depends  on  whether  you  are  self-managing,  using  a
migration tool, or engaging a systems integrator. Self-managed
migrations using native import tools primarily incur internal
labor  costs  (50–200+  hours  for  a  mid-market  migration).
Dedicated migration tools like Trujay or Data2CRM typically
cost $500–$5,000, depending on record volume and complexity.

A full-service SI engagement for an enterprise migration can
range from $20,000 to $ 150,000 or more. The highest hidden
cost is always data cleansing, so budget at least 30–40% of
the total project effort for it.

Can  you  migrate  attachments  and  email
histories?
Yes, with important caveats. Attachments (files, proposals,
contracts) can be migrated if they are accessible via the
source CRM’s API or export, but large attachment libraries add
significant time and storage cost. Email history migration
depends on how emails were logged in the source system; BCC-
logged emails are generally easier to migrate than inbox-
synced threads.

In most cases, I recommend migrating 12–18 months of email
history and archiving the rest, rather than attempting a full
historical email migration.



What happens to automation and workflows
during migration?
Automation and workflows do not migrate automatically and must
be rebuilt in the new CRM. This is a separate workstream from
data migration and should be staffed accordingly. Before go-
live,  document  every  active  workflow  in  the  source  CRM:
trigger, conditions, actions, and owner.

Rebuild and test in the destination CRM sandbox. Deactivate
source workflows at the same moment you activate destination
workflows — not before, or you’ll have a gap during which
automations won’t run.

What is the difference between migration
and integration?
Migration is a one-time (or phased) movement of data from one
system  to  another,  to  establish  a  new  system  of  record.
Integration  is  an  ongoing,  bidirectional  sync  between  two
systems that are both in active use.

Migration replaces the source system. Integration connects two
systems that continue to coexist. Some projects involve both:
you migrate your CRM data to HubSpot, then set up a Data Hub
data sync to keep HubSpot connected to your ERP or billing
system on an ongoing basis.

Final Thoughts
A well-executed CRM data migration gives your team a clean
foundation to grow from. A poorly executed one creates a data
debt  that  compounds  for  years.  The  difference,  in  my
experience, is rarely about technology, but about planning,
sequencing, and disciplined validation.

The process outlined in this guide works across CRM platforms



and team sizes. The core principles do not change: cleanse
before you migrate, sequence parents before children, validate
before you go live, and support your users through hypercare.

HubSpot’s Smart CRM and Data Hub were designed to make this
process more reliable and easier to maintain. Whether you are
migrating from Salesforce, a legacy system, or a spreadsheet-
based setup, they provide your team with a data model, quality
automation,  and  an  integration  layer  to  migrate  with
confidence  and  maintain  clean  data  afterward.

 Source

Legacy  Systems,  Real-World
Impacts:  The  Reality  of  OT
Security

I’m here today to write about one particularly thorny area of
operational  technology  (OT)  and  security  that  I  run  into
somewhat routinely. Given my own particular interests as an
incorrigible vulnerability-gazer, and my professional role as
vice president of security research at runZero, I deal with OT
security issues more often than the average bear. I’ve noticed
that there’s definitely a vibe of, “IT be like this, but OT be
like  that”  going  on  in  the  wider  world  of  vulnerability
management.  The  process  of  discovering,  documenting,  and
disclosing vulnerabilities all have their own little quirks
here in OT-land, so let’s jump into it!

https://blog.hubspot.com/marketing/crm-data-migration
https://rassegna.lbit-solution.it/legacy-systems-real-world-impacts-the-reality-of-ot-security/
https://rassegna.lbit-solution.it/legacy-systems-real-world-impacts-the-reality-of-ot-security/
https://rassegna.lbit-solution.it/legacy-systems-real-world-impacts-the-reality-of-ot-security/


Here, everything is legacy
At DEF CON, the ICS Village is one of the more popular places
to hang out. It works well for folks who are either new to the
field  of  infosec  and  cybersecurity,  or  old-hands  in  the
industry, for the same reason: once you get close enough to a
piece of OT technology with your modern IT vulnerability-
hunting tooling and instincts, it often feels like you’re
hacking like it’s 1999, all over again. Until very recently,
OT, as a class, hasn’t been much concerned with prompting for
passwords or validating user-supplied inputs; the assumption
was that the local network is trusted. The software itself is
typically  run  as  compiled  objects  with  limited  hardware
resources, so there’s not much room for fancy 21st Century
defenses like ASLR and DEP (Address Space Layout Randomization
and Data Execution Protection, respectively). Therefore, it’s
an ideal platform species to practice, and kind of nostalgic
for the more, shall we say, life-experienced.

Denial of service is catastrophic
Many classic OT attacks, though, aren’t really even about
remote code execution (RCE) or local privilege escalations
(LPE),  which  are  the  usual  prize  bugs  for  an  IT-based
attacker. Instead, the value of a denial of service (DoS)
effect is of paramount importance in OT. A legitimate one-
packet  killer  that  bricks  a  wildly  expensive  piece  of
equipment (which, to be fair, would itself raise eyebrows in
the IT world), a mere “temporary” condition like a sustained
flow of garbage traffic that stops the device from doing its
OT  thing,  or  a  safety-control  tripping  sequence  (which
intentionally causes a fail-safe condition) all end up in the
same  place:  Actuators  stop,  robots  freeze,  and  the  whole
purpose of the OT buildout is interrupted, off-schedule, and
sometimes with human life and limb hanging in the balance.

This is a huge deal for OT operators, much more so than in IT

https://icsvillage.com


environments where graceful failure is normal, handled, and
usually solvable in a pinch by throwing cheap bandwidth and
CPUs at the problem. Almost nobody has a spare backup factory.

See something, say something
So, if you find yourself with a new (to you) vulnerability in
OT gear, what do you do? In IT, the normal route typically
comes down to notifying the software producer, grabbing a CVE,
maybe  getting  a  fix  in  the  works  (or  maybe  not),  then
publishing findings. Rarely, some IT bugs warrant more care
and scrutiny on the pre-disclosure side, but there’s nearly
always some kind of mitigation or configuration that can blunt
the bug even without a patch. Occasionally, there are bugs in
core libraries (or entire software supply chains) that warrant
some extra level of coordination. It’s bad, but manageable.

OT bugs are different; unlike in IT, in OT, it’s routine to
describe the effects of a theoretical attack ending with “and
that’s how you poison an entire community” or “once power
delivery is interrupted, hospitals go offline,” or something
equally  apocalyptic.  Even  discussing  the  presence  of  the
vulnerability  is  fraught,  with  media  outlets  and  the
government freaking out. And don’t get me started on releasing
a full proof-of-concept bit of code.

Advertisement. Scroll to continue reading.
The icing on this terrible, terrible cake is the fact that
actually patching many OT devices is difficult to impossible,
even when you know about the bug. The vulnerable code may live
on a board that’s hundreds of miles away on an oil field, or
subject to very strict regulations for unscheduled updates. It
may not be reprogrammable at all, and instead require a costly
forklift update to mitigate, and it’s anyone’s guess if the
new  hardware  is  even  compatible  with  your  suddenly-legacy
control plane. Oftentimes, the best you can do is segment the
vulnerable devices off to their own naughty corner of the



network, and tightly control access to that network, living
with  the  fact  that  anyone  who  touches  it,  physically  or
virtually, has the power to destroy it.

When worlds collide
The fact of the matter is, most of the defensive posture of OT
is precisely network segmentation, and network segmentation
alone. But, that’s changing, and like it or not, the OT/IT
convergence is upon us, which means that OT is increasingly
becoming IT’s problem. We cannot keep these bugs bottled up
forever. So, what do you do with your fresh OT 0-day? I would
argue that you cannot just sit on it. In a world of frontier
AI versus soft targets, it’s only a matter of time when your
easy finding becomes someone else’s critical infrastructure
weapon. I’d urge you to swing by https://cisa.gov/report, and
hit the “Report a software or ICS vulnerability” button. It’s
the first step in what’s often a confusing and scary process,
but in recent years, the major OT vendors have been taking
these reports seriously and have good relationships with both
CISA  in  the  U.S.  and  the  regional  CERT/CC’s  where  they
operate.

While “see something, say something” may not have been popular
in the past, the reality of OT/IT convergence demands that we
evolve our thinking and tooling to address the fundamental
cybersecurity  challenges  facing  OT  before  AI-assisted
attackers  turn  off  the  lights  or  worse.

https://www.securityweek.com/legacy-systems-real-world-impacts
-the-reality-of-ot-security/

https://cisa.gov/report

