The Hunter Cat is a bodyguard
for your credit card

See if this sounds familiar: You are in a weird part of town
and get cash from a sketchy ATM. The next day, you pay for gas
at a pump-side terminal that doesn’t look quite right.

A few days after that, you get a call from your bank saying
someone’s using your card in a nightclub across town. It’s not
a disaster, but you have to spend some time going through your
recent charges, and you also have to wait a few days for the
replacement card to come, all while you’re wondering which ATM
was the one that skimmed your card number.

Against such a common problem, what are your options? For the
particularly paranoid, enter the Hunter Cat.
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The Hunter Cat can ferret out malicious card skimmers hidden
inside ATMs and save you the time and hassle of calling your
bank. It should, however, be noted that at this time, the
Hunter Cat cannot protect your NFC card data from being
stolen, although they have also released a product called the
Hunter Cat NFC. While NFC skimming is a risk, tap cards tend
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to have better security features than the magnetic stripe of
the card, and so it’s more of a hassle than just getting you
at a gas station that way or stealing your info online.

In addition to regular magnetic stripe skimmers, there are
devices known as card “shimmers.” Unlike card skimmers, card
shimmers work by getting in between the reader and the EMV
chip of your card. That said, magnetic strips are currently
the oldest and most viable way to steal your credit card info,
and it doesn’t just happen at the gas station pump.
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Absolutely — it couldn’t be easier. If you travel a lot or are
paranoid about getting skimmed, you probably would get some
use out of this device. The Hunter Cat is not terribly
expensive or even intrusive, so it can be easily stored in
your car’s glove compartment or your bag on the go, although
it is larger than a credit card by design, so it may not fit
in your wallet. The lights are also easy to use and read,
making it excellent for non-hackers out there. Just don't
expect it to protect you from anything more sophisticated than
a simple magnetic stripe reader, and remember that in many
places, magnetic stripes are explicitly being phased out for
EMV, tap cards, and other contactless payment systems.

https://www.theverge.com/23424542/hunter-cat-credit-card-skimm
er-reader-atm-stolen-cc-number-fraud


https://www.sparkfun.com/news/2673
https://www.youtube.com/watch?v=eyd24FlJCFg
https://www.theverge.com/2021/8/17/22628455/mastercard-magnetic-stripe-phase-out-2024-2033
https://www.theverge.com/2021/8/17/22628455/mastercard-magnetic-stripe-phase-out-2024-2033

